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• Round-1 (Jan 2017 – Dec 2018)

• Round-2 (Jan 2019 – Jul 2020)

• Round-3 (Ongoing)
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• HTTPS
• Digitally signed PDFs
• Homomorphic 

Encryption
• Secure IMs: Signal, FB 

Messenger, Telegram, 
etc.
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A Post-Quantum Secure Gaussian 
Noise Sampler 
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Why lattice-based cryptography?
• Exponentially hard
• Quantum-resistant
• Worst-case hardness equals average-case 

hardness
• Simple arithmetic operations on integers and 

efficient implementation
• Allowing building of advanced schemes beyond 

public-key encryption
• Enabler of surprising capabilities like homomorphic 

encryption

NIST’s Standardization Steps

Lattice and Learning with Error

Rejection Sampling

Gaussian Noise Sampler

Key Contributions

Ziggurat Sampling

Gaussian Distribution

Results

Quantum Supremacy

Box-Muller Schematic

Algorithm Secure in Post-quantum Era?

RSA-1024, -2048, -4096 No
Elliptic Curve Crypto (ECC) -256, -521 No

Diffie-Hellman No
ECC Diffie-Hellman No

AES-128, -192 No

Hardware cost

Hardware cost comparison

IBM 53 qubits
Google 54 qubits

Evaluating 64 Post-quantum cryptographic (PQC) 
schemes to bring up a standard
21 lattice-based schemes, 18 code-based 
schemes, some multivariate and hash-based

26 candidate submissions

12 lattice-based schemes, 8 code-based 
schemes, some multivariate and hash-based

7 candidate submissions

5 lattice-based schemes, 1 code-based scheme, 
1 multivariate-based

(2s1 + 13s2 + 7s3 + 3s4) + e1 ≈ 13 (mod q)
(4s1 + 7s2 + 9s3 + 1s4) + e2 ≈ 12 (mod q)
(6s1 + 14s2 + 5s3 + 11s4) + e3 ≈ 3 (mod q)
(5s1 + 11s2 + 13s3 + 2s4) + e4 ≈ 9 (mod q)
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• Heart of lattice-based schemes
• Critical to security

• Gaussian distribution essential to security reduction
• Bounded-distance decoding problem reduces to CVP and SVP

• Generating discrete Gaussian samples with high precision
• High-precision floating-point arithmetic required

• Efficient, constant-time implementation
• Optimal performance and security trade-offs
• Resistance to side-channel attacks

• Existing works focus on hardware acceleration of compute functions
• Ignoring the critical Gaussian noise sampler

• Highly-optimized FPGA-based implementation over a Gaussian 
probability distribution 
• Box-Muller, Rejection, and Ziggurat sampling

• Generic design implementation  
• Easy plug-in to current or future cryptosystems

• High-precision and security
• Max-log distance along with statistical distance

• Recommendation
• Evaluation of hardware resource utilization, sampling efficiency, 

and throughput to suggest best sampling algorithm

• Probability distribution

• 𝜌𝜌𝑐𝑐, σ
(𝑥𝑥) = 1

σ 2𝜋𝜋
𝑒𝑒 ⁄)−(𝑥𝑥−𝑐𝑐 2 2σ2

• Standard deviation → σ

• Normalizing factor → 1
σ 2𝜋𝜋

• Tail-cut parameter
• 𝜏𝜏 ≈ 𝜆𝜆. 2 log𝑒𝑒 2

• Statistical distance
• ∆ �𝐷𝐷ℤ,𝜎𝜎 ,𝐷𝐷ℤ,𝜎𝜎 = 𝑠𝑠𝑠𝑠𝑠𝑠 𝑝𝑝 𝑥𝑥 − 𝜌𝜌(𝑥𝑥) < 2−𝜆𝜆

• Max-log distance
• ∆𝑀𝑀𝑀𝑀 �𝐷𝐷ℤ,𝜎𝜎 ,𝐷𝐷ℤ,𝜎𝜎 = 𝑠𝑠𝑚𝑚𝑥𝑥 ln𝑝𝑝(𝑥𝑥) − ln𝜌𝜌(𝑥𝑥) < 2−𝜆𝜆/2
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Box-Muller Sampling

Rejection Schematic

Ziggurat Setup
n Avg. core 

area
8 77.5
16 81.2
32 84.7
64 89.8

128 91.3
256 94.8
512 96.9

Core Area 
Estimation

• Precompute
• 𝑥𝑥 and 𝑐𝑐𝑐𝑐𝑐𝑐𝑒𝑒 𝑚𝑚𝑐𝑐𝑒𝑒𝑚𝑚

• Random bit generator
• 𝑗𝑗 in range [1,n], n = 64
• 𝑠𝑠 in range [0,1]

• Storage cost
• 4096-bits per BRAM

• 64-bits multiplier, comparator 

Ziggurat Schematic

Sampling 
Algorithm

Slice LUTs BRAM DSP Freq. (MHz)

Box-Muller 146 1 11 204.6
Rejection 89 1 0 76.4
Ziggurat 114 1.5 9 103.5

Sampling Algorithm Platform Precisi
on

LUT BRAM DSP Freq. 
(MHz)

Box-Muller[2] Virtex-4 16-bits 1528 12 3 233
Box-Muller [Our work] Virtex-4 64-bits 717 6 18 270.9

Ziggurat[1] Spartan-6 32-bits 785 0 26 60.3
Ziggurat[Our work] Spartan-6 64-bits 143 1.5 16 114.1

Sampling 
Algorithm

Latency Efficiency Throughput

Box-Muller 0.61n 100 408M
Rejection 7.30n 15 152M
Ziggurat 3.13n 90 205M

Latency, Efficiency, and Throughput

Latency and Throughput comparison
Sampling Algorithm Frequency(MHz) Latency Throughput

Ziggurat [1] 60.3 9n 67M
Ziggurat [Our work] 114.1 3.13n 115M

Box-Muller [2] 233 0.5n 466M
Box-Muller [Our work] 270.9 0.61n 540M
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Recommendations
Sampling 
algorithm

Efficiency Throughput Resource 
utilization

Resource 
constraint

Efficiency & 
Throughput
requirement

Box-Muller Highest Highest Highest No Lot of 
samples at 
high rate

Rejection Lowest Lowest Lowest Yes Few samples 
at low rate 

Ziggurat Optimal Optimal Optimal Yes/No Lot of 
samples at 
optimal rate

𝜎𝜎 = 3.33, 𝜏𝜏 = 9, and sampling precision of 64-bits
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